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1. Introduction
In its resolution 2013/38 entitled “Combatting transnational organized crime and its
possible links to illicit trafficking in precious metals”, the Economic and Social Council
calls upon the United Nations Interregional Crime and Justice Research Institute
(UNICRI) to conduct a comprehensive study on the possible links between
transnational organized crime, other criminal activities and illicit trafficking in precious
metals.
UNICRI has developed a programme to promote an international strategy to combat
illicit trafficking in precious metals, in which the comprehensive study requested in
ECOSOC resolution 2013/38 is the major component of an Assessment Phase to be
followed by an Operational Phase.
The specific objectives of the Assessment Phase include:
- Develop an international network of key stakeholders including States’
governmental structures (law enforcement bodies, policymakers, customs
department, prosecution office and intelligence), leading companies involved in
the production, processing and trade of precious metals, international
organisations and other relevant experts;
- Assess the degree and scale of the threat posed by the illicit trafficking in
precious metals and monitor related organized crime and terrorist activities;
- Conduct a comprehensive study on the links between transnational organized
crime, other criminal activities and illicit trafficking in precious metals.
- Design an Action Plan, outlining the follow-up activities to be implemented during
the Operational Phase, disseminate best practices, reinforce dialogue and
cooperation among stakeholders, and enhance national and international
capabilities to combat international illicit trafficking.
2. Understanding the context
2.1 Scope of the desk review
The desk review is part of the Assessment Phase of a comprehensive programme
that will address the phenomenon of illicit trafficking in precious metals. The list of
precious metals considered for this programme is composed by Gold, Silver and the
Platinum Group Metals (Iridium, Osmium, Palladium, Platinum, Rhodium and
Ruthenium). The Desk Review will focus on existing literature on the topic in terms of
research, official reports, open source documents and statistics on production,
consumption and trade routes.
The purpose of the desk review is to synthesize the open-access available
information into a user-friendly text that might serve as a basis for the discussion
during the kick-off meeting involving representatives of Member States (law
enforcement bodies, policymakers, customs department, prosecution office and
intelligence) and the Private Sector. The desk review will be integrated with further
inputs, comments and information collected during the kick-off meeting on
“Promoting an international strategy to combat illicit trafficking in precious metals”
(23-25 September 2015).
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2.2 Defining the commodities under consideration: Gold, Silver, Platinum Group
Metals
The list of precious metals considered for this programme is composed by Gold,
Silver and the Platinum Group Metals (Iridium, Osmium, Palladium, Platinum,
Rhodium and Ruthenium).
Although precious metals represent a comprehensive group composed by Gold,
Silver and PGM, it might be necessary, for the purpose of this programme, to deal
with gold, silver and the PGM separately. As a matter of fact, depending on the
nature of the mines, actors involved in the illicit trafficking in precious metals might
deal with only one of the metals listed above. In addition, every metal entails specific
characteristics in terms of extraction1, as shown in Figure 1, and vulnerabilities to
illicit trade2.

Figure 1 - Differences in gold and platinum extraction and refining processes
(source: The Precious Metals Trade – General Information Handbook)

It is extremely rare, for example, that PGMs are subject to artisanal and small-scale
mining (ASM) given the complexity involved in the extraction and refining process.
Consequently, illicit traded PGMs are usually stolen and trafficked by organised
crime syndicates. On the contrary, gold is often associated with ASM (legal/illegal). It
is estimated that around 10–15% of newly mined gold3 (approximately 400t/year4) is
extracted through artisanal and small-scale mining. In addition, gold is easily melted
and it results to be impossible to identify the mine of origin once melted with other
sources of gold5. Gold is thus much more exposed to illicit trafficking as well as other
forms of crimes, including workers’ exploitation, illegal migration and use of toxic
substances for extraction6.

1

Republic of South Africa, Department Minerals and Energy (2005) “The Precious Metals Trade –
General Information Handbook”, Handbook H2/2005.
2
Wits gold ore is crushed, milled and leached (no pre-concentration by gravity or flotation)
3
World Gold Council, “Conflict-Free Gold Standard: An introduction”, p. 3.
4
Mutemeri, N. (2015) “Artisanal And Small-Scale Mining”, Presentation to National Coordination and
Strategic Management Team (NCSMT) on Illicit Mining, 30 July.
5
World Gold Council, “Conflict-Free Gold Standard: An introduction”, p. 3.
6
Foget, E. (2014) “Mercury poisoning from illegal mining a problem in over half the states in Colombia:
Govt watchdog agency”, Colombia Report (11 August). Available at: http://colombiareports.com/almost100-colombia-regions-uncontrolled-use-mercury/.
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2.3 Defining mining scale: artisanal small scale mining (ASM), small scale mining,
and large scale mining
Although no formal definition of ASM has been adopted, artisanal and small-scale
mining refers to mining activities carried out by individuals, groups, families or
cooperatives using low technology and minimal mechanization7. ASM is also usually
carried out in the informal (illegal) mining sector8. Usually, artisanal mining is
distinguished from small-scale mining because in the first case it is a purely manual
mining activity, while in the second scenario, it is a “more mechanised and on a
larger scale” activity.9 Large-scale mining (LSM), on the contrary, is usually carried
out by large corporations with a high level of technology.
Despite low level of mechanization and logistical infrastructures, ASM is a widespread and common phenomenon, as shown in Figure 2.10 According to data
collected by the International Labour Organization (ILO) and MMSD, “at present
around 13 million people work directly in small mines throughout the world, most of
them in developing countries”.11 ASM is estimated to originate over “one-sixth of the
global non-fuel mineral output”.12

Figure 2 - Artisanal and Small-Scale Miners around the World
(source: CASM, IFC CommDev and ICMM)
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Fraser Institute, Mining Facts, “What is Artisanal and Small-Scale Mining?”. Available at:
http://www.miningfacts.org/communities/what-is-artisanal-and-small-scale-mining/.
8
Hentschel, T., Hruschka, F. and Priester, M., (2002) "Global report on artisanal and small-scale
mining", Report commissioned by the Mining, Minerals and Sustainable Development of the
International Institute for Environment and Development, p. 4 .
9
Hentschel, T., Hruschka, F. and Priester, M., (2002), p. 4.
10
CASM, IFC CommDev and ICMM (2010) “Working Together: How Large-scale Mining Can Engage
with Artisanal and Small-scale Miners”, p. 4.
11
IPEC and ILO (2004) “Child Labour In Small-Scale Mining & Quarrying: A Thematic Evaluation”, p. 5.
12
CASM, IFC CommDev and ICMM, p. 5.
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ASM could take legal, informal or illegal forms respectively if:
- mining is undertaken under the provision of an artisanal or small-scale mining
permit, as provided for in the mining legislative framework of a country;
- mining is undertaken outside the legal framework of the country but within a
system of recognized property rights, this is usually a development
practitioner construct which confers a certain level of legitimacy because of
the recognized livelihood benefits of the activities;
- mining is undertaken without government approval, and outside of the
provisions of the mining law.
Artisanal and small-scale mining is often associated with poverty and illegal
economy, negative environmental and health impacts13, and negative social impacts
including child labour, forced labour, gender based violence, and other forms of
crime14. Figure 3 represents a list of main issues and challenges that are usually
related with artisanal and small-scale mining.15

Figure 3 - Typical problems of Artisanal Small-scale Mining (ASM)
(source: Global report on artisanal and small-scale mining)

13

CASM, IFC CommDev and ICMM, pp. 9-10.
Mutemeri, N. (2015) “Artisanal And Small-Scale Mining”, Presentation to National Coordination and
Strategic Management Team (NCSMT) on Illicit Mining, 30 July.
15
Hentschel, T., Hruschka, F. and Priester, M., (2002), p. 6.
14
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2.4 Defining the geographical scope
Below is a list of main producers and refiners of PMG and gold divided by
geographical region:
Africa
The following countries in the African continent are the main producers of gold
and/or PGM: South Africa, DRC, Ghana, Uganda, Zimbabwe, Mozambique,
Tanzania, Guinea, Zambia, Mali. Among these producers, South Africa is the
only country presenting also refineries.
Asia
The following countries in the Asian continent are the main producers of gold
and/or PGM: India, Japan, Saudi Arabia, China. India and China are also
producers of precious stones.
Europe
The following countries in the European continent are the main producers of gold
and PGM: Russian Federation, Switzerland, Sweden. The following countries in
the European continent present refineries: Russian Federation, Switzerland,
United Kingdom, Italy, Belgium, Netherlands, Germany, Sweden. Austria may
also be involved as potentially interested country.
North America:
The following countries in the North American continent are producers and
refiners of gold and PGM: Canada and the USA. It is to be noted that both these
countries are also producers of precious stones.
South America
The following countries in the South American continent are the main producers
of gold and/or PGM: Brazil, Mexico, Argentina, Colombia, Chile, Peru,
Venezuela. Among these producers, Brazil, Mexico, Chile and Peru also host
refineries. It is to be noted that all of these countries except Venezuela are also
producers of precious stones.
Australia
Australia is a producer of gold as well as precious stones.

3. Illicit trafficking in precious metals
3.1 Actors involved in the illicit trafficking in precious metals
The illicit trafficking in precious metals consists of at least five identifiable, complex
and interlinked levels of organised criminal activity ranging from individual criminal
miners; gangs and illegal mining bosses; bulk buyers at national/regional level in the
form of licensed or registered entities; front company exporters and international
intermediary companies and buyers.16

16

NPMF, 2002 project Fatcats and project Yield (JIG).
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Figure 4 - Actors involved in the illicit trafficking of precious metals
(source: South Africa Factsheet)

The scheme shown in Figure 4 has been developed by the Chamber of Mines of
South Africa but could be applied to other countries and different metals as it
represents a structure that is potentially present in all producing countries.17
The various levels of the criminal actors in the illicit trade of precious metals can be
explained as follows:
 Level 1 - the runners
The unwrought PMs are stolen from the processing plants, operating mines,
abandoned or derelict mines and are commonly referred to as “theft from source”.
Runners, who are mostly employees of the mine, will then transport the material from
the mine and sell it to a middleman. Runners tend to have a wide network of black
market contacts, including illicit smelters.
 Level 2 - the middlemen
The middlemen buy considerable volumes of PMs from the runners. They provide
logistical support (food/transport/protection etc.) to the runners. The middlemen crush
the PGMs into smaller pieces and package it for the national buyers before delivery.
 Level 3 - national buyers
The national buyers, mostly nationally based, buy the PMs from the “runners” and/or
the “middlemen”. These buyers appear to be the link between the runners and more
sophisticated syndicates who constitute the next level in the hierarchy of the criminal
operators. These buyers are often the agents of the more sophisticated syndicate or
they operate as independent couriers for such syndicates. Their task is to buy and
transport the material from the middleman to wealthy local syndicate leaders.
17

Chamber of Mines of South Africa (2015) Illegal Mining in South Africa, Fact Sheet 2015.
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 Level 4 - the local syndicate leader
The syndicate leader/buyer use a fronting company, usually a Scrap Metal dealer or
a licensed/permit holder to export the product. They also have front companies in
neighbouring countries where the stolen material is smuggled and then packaged as
a product from that company and brought back in transit to international destinations.
The PM stocks they purchase from various sources are processed, containerized or
packaged and then sold to local or international contacts. Processing allows for detail
records to be kept by the syndicate leaders from who the product is bought and
samples are also taken for analysis (assay) to determine value and PM content.
Storage bags/drums are weighed, marked and sealed. Smaller high value PM
parcels are exported using a courier network via air. All analysis reports or at times,
samples, correspondence, are always sent to buyers internationally to agree on price
and to confirm purchase orders. Bulk tonnage of PM is containerized and shipped.
Misrepresentation is made to customs by undervaluing and falsifying the nature of
the consignment. This then successfully overcomes the requirements for prescribed
permits and licenses to possess transport and deal in the product.
 Level 5 - the international buyers (“The Overseas Purchasers Scheme”)
The international market for unwrought PMs is more attractive than national or
regional market as it is in most cases unregulated. The international contacts/buyers
are situated abroad. They consist of intermediary companies who are legitimate
entities. They are sophisticated and are able to: deal with the imports and on-ward
transport (export) to refiners; ensure that, before on-ward transport/export to a refiner
capable of refining the product, the source of origin and details of the client is
concealed, declared value from country of origin and description is corrected through
new analysis, pro-forma invoices and export documents; ensure that the declared
value (deflated value) indicated on the import documents from country of origin are
repatriated back to the country (not the true value) to guarantee that the client
complies with the export legislation. The balanced is paid into an off-shore bank
account of the country of origin client’s choice. Once this money is in a foreign bank
account the syndicate sells the currency in exchange for local currency or offer it as
an advance to other organised criminals who have a cash shortage. This process
even has the potential to fund terrorist activities and/or illegal arms trade and/or
militia activities.18
The above-outlined scheme, presented in the Fact Sheet on “Illegal Mining in South
Africa”, reflects the categorization of syndicates elaborated by the Joint Investigation
Group (JIG), a joint initiative established in 2002 between nine mining houses and
the South African Police (SAPS) Diamond and Precious Metal investigation branches
to investigate and analyse high-ranking syndicates involved in the theft of precious
metals.19
Among the different actors involved in the illicit trafficking of precious metals,
Russian, Chinese, Italian, and African criminal groups result to be particularly
involved in the illegal trade of precious metals and gems.20

18

NPMF, 2002 project Fatcats and project Yield (JIG).
Ben Coetzee and Riana Horn, “The theft of precious metals from South African mines and refineries”,
Institute for Security Studies (2006), pp. 43-44.
20
Robert J. Kelly, Jess Maghan, Joseph Serio, Illicit Trafficking: A Reference Handbook (Santa Barbara:
ABC-CLIO) 2005, Page 78
19
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3.2 Routes/affected countries
As shown in Figure 5, major mines of precious metals are located in six countries,
namely South Africa, Australia, China, Russia, Peru and USA.

Figure 5 - Precious metals main producers
(based on BGS World Mineral Statistics data)

In many cases the countries where deposits are located (Figure 6) do not have the
internal ability to produce and refine the metals to purity.21 Consequently, metals are
often transported in an unrefined or semi-refined to international refiners. Due to the
unrefined and semi-refined form of the metal, it makes it easy for organised criminal
groups to move the commodity effortlessly across regional and international borders
to international markets without being detected.22

Figure 6 - Location of PGE deposits and main producers
(source: CIP Project report)

21

It needs to be noted that some producing countries also have refineries, which however belong to
specific producers and are also used for toll refining.
22
Bishop, “Illicit trafficking of precious metals and its destabilizing factors in systems of affected
countries”,UNICRI Fredome from Fear F3 Magazine.
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The complexity of the mining and refining process is well represented in Figure 7,
which represents the global refinery flows of the gold sector.23

Figure 7 - Gold refining flows
(source: World Gold Council in 2010)

Due to weak chain of custody procedures in some producing countries, such as
Uganda, Kenya, Burundi and DRC, exporters deliberately disguise or fail to know the
origin of their exported gold. Weak export procedures similarly allow for gross underdeclaring of gold, particularly in Uganda.24 Furthermore, in 2013 40% of the world’s
gold trade, worth an estimated $75 billion, passed through Dubai, a 12-fold increase
in value over a decade previous.25
The success of these illegal activities depends on highly sophisticated export routes,
the extensive use of international banking facilities, and the participation of
governments and global companies, either willingly or unwillingly.26
A number of platinum group metal and gold refineries situated in non-mining
countries create a parallel market for illicit operations as a result of the complex
methodologies employed by organised crime syndicates to conceal the country of
origin. If these illicit operations are left unchecked, major mining countries will remain
the target for organised criminal groups.27

23

World Gold Council (2010) Gold Sources & Flows: Global Overview.
Partnership Africa Canada (2014) “All That Glitters Is Not Gold: Dubai, Congo and the Illicit Trade of
Conflict Minerals” (May), p. 4.
25
Partnership Africa Canada (2014) “All That Glitters Is Not Gold: Dubai, Congo and the Illicit Trade of
Conflict Minerals” (May), p. 2.
26
Bishop, “Illicit trafficking of precious metals and its destabilizing factors in systems of affected
countries”, cit.
27
Ibidem.
24
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Figure 8 – Legit export routes exploited for illicit trafficking
(source: Project Yield)

Illicit trafficking of precious metals is also taking advantage of legitimate routes for the
export of the goods, as shown in Figure 8, which represents graphically the findings
of the Project Yield, which was aimed at identifying and targeting syndicates involved
in the illicit dealing and export of PGMs.
3.3 Estimates - severity of the problem
Partially processed platinum group element (PGE)-bearing material from Russian
and South African producers is being stolen on a large scale and illegally supplied to
specialised platinum group metal (PGM) refineries worldwide for further processing.
Together, these two countries produce over 80% of the world’s PGE-bearing
intermediate materials. The estimated annual value of such stolen material worldwide
is 150 million Euros. A number of international organisations in Europe and North
America have noted that the proceeds from the sale of these materials are being
used to finance illegal arms sales, drug trafficking and terrorist activities.28
Gold, as previously mentioned, is even more exposed to illicit trade and other forms
of crime because of the greater ease by which the metal can be mined, refined and
traded. In particular, using the words of the World Gold Council, “a specific concern
in recent years has been potential links between gold and unlawful armed conflict,
such as civil wars and militia activities”.29 OECD has identified, in Figure 9, the risks
that are connected with gold supply chain in conflict-areas and high-risks regions.30

28

CIP (2008) Project Report of the CIP Forensic Review Board (23 April), p. 7.
World Gold Council, “Responsible Mining. Social”. Available at: http://www.gold.org/goldmining/responsible-mining/social.
30
OECD (2013) “OECD Due Diligence Guidance for Responsible Supply Chains of Minerals
from Conflict-Affected and High-Risk Areas: Second Edition, OECD Publishing, p. 71.
29
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Figure 9 - Risks in the supply chain of gold from conflict-affected and high-risk areas
(source: OECD Due Diligence)

Limited research has been conducted on the phenomenon of illicit trafficking of
precious metals and, especially, on its links with other forms of crime, organized
crime and terrorist groups. Some data on specific countries experiencing the problem
might provide an initial idea on the extent and heterogeneity of the issue under
consideration:
•

•

•

31

Brazil: mining lands located on the reservation of the country’s indigenous
tribes is illegal, but a black market has existed since the late 1990s, leading to
rising violence between the miners and the indigenous tribes.31
Colombia: In Colombia, drug lords expand their money laundering through
associations with emerald mine owners and traders, hoping to gain access to
rivers on the mine properties to use for drug and arms trafficking.32
Democratic Republic of Congo: The United Nations Group of Experts on
the Democratic Republic of the Congo estimates that 98% of the gold
produced in DRC is smuggled out of the country and that nearly all of the gold
traded in Uganda — the main transit country for Congolese gold — is illegally
exported from the Democratic Republic of the Congo. As a result, the
Governments of DRC and Uganda are losing millions of dollars annually in
tax revenue and tolerating a system that is financing armed groups in the

Dialogo Digital Military Magazine, “Global Concern”, Available
americas.com/en_GB/articles/rmisa/features/for_starters/2010/01/01/feature-07.
32
Ibidem.

at:

http://dialogo-
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•

•

•

•

Democratic Republic of the Congo.33 Eastern Congo’s gold mines, in
particular, represent one of the most abusive and dangerous places to work in
the world and, as they are physically small enough to climb into tiny mine
shafts, children make up an estimated 40% of the miners.34
Peru: Peru is the world’s fifth largest gold producer, while the precious metal
is its top export. Clandestine gold mines represent prosperity for local miners
who work under perilous conditions and get paid with a small portion of the
gold they find, National Geographic reported. Mine landlords get rich on this
type of indentured servitude.35
Russia: Russian organized crime has been extensively involved in smuggling
gems and precious metals out of the country. In 1998 and 1999, Russian law
enforcement removed from illegal circulation about 1 metric ton of gold, more
than 1 metric ton of silver, and 28,000 carats of uncut diamonds, cut gems,
emeralds, rubies, sapphires, and pearls.36
South Africa: According to statistics revealed by the SAPS in the 2006 ISS
report, it is estimated that 0,8% to 1,6% of the world’s gold production gets
stolen in South Africa annually and that only 1,4% to 2,8% of stolen gold is
recovered.37
Tanzania: according to a case-study conducted by UNEP, the most common
method to extract gold in Tanzania is “mercury amalgamation, a simple and
inexpensive way”, that “poses significant environmental and health risks
arising from mercury use”.38

3.4 Threats and related serious crime: OCGs, money laundering, corruption,
smuggling, illegal mining, environmental crimes
Various types of crime are in most cases related to the illicit trafficking of precious
metals, such as human trafficking, human smuggling, slavery, child labour, drug
trafficking, gun running, organised corruption, money laundering and gang-related
activities.39
Assets recovery: In addressing the issue of illicit trafficking of precious metals, it is
necessary to take into consideration weaknesses of the national and international
legislation in countering metal trading fraud and, more in general, in recovering
misappropriated assets. In the UK, for example, “an offender was convicted in
September 2008 for a complex fraud relating to precious metals trading […]. There
were significant complications to this case including monies being transferred
through multiple trust funds”.40
Linkages with terrorist groups and activities: While some aspects of terrorist
finance remain uncertain, the reliance of a number of terrorist groups on trafficking in
illicit drugs is well documented. Illicit drugs, like illicit sales of metals, oil and gas,
precious stones, and timber, mostly move through the same transport systems and
33

United Nations (2014) S/2014/42, Final report of the Group of Experts on the Democratic Republic of
the Congo (23 January).
34
Enough Team (2012) “From Child Miner to Jewelry Store: The Six Steps of Congo’s Conflict Gold”,
p.3.
35
Dialogo Digital Military Magazine, “Global Concern”, cit.
36
US (2000) International Crime Threat Assessment, December 2000 Chapter III, p. 68.
37
Yorke-Smith L. (2010), “Gold fingerprinting”, Security Services & Risk Management, Mining (Industry),
May 2010. Available at: http://www.securitysa.com/article.aspx?pklarticleid=6124.
38
UNEP (2012), “Tanzania Case Study”,June, p. 7.
39
Bishop P. cit.
40
United Kingdom National Audit Office (2013) Report, “Confiscation orders” (17 December) p. 13.
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modalities as licit commodities. That is, terrorists, like governments and organized
criminals, need to use the formal banking system to handle the proceeds of their illicit
activity. To do so, they need to launder the revenues derived from their illegal activity,
which they accomplish through similar techniques. These include the use of false
invoicing, trusts, and international business companies; reliance on bank secrecy
havens; and reinvestment of illicit funds in legitimate businesses.41 A case-study of
the FATF report “Money laundering/terrorist financing risks and vulnerabilities
associated with gold” presents the example of a Colombian narco-terrorist group that
exploits the mining sector for organized-criminal activities: “part of the gold from the
mine is sold to a legal business and the transaction is paid in cash [that] is then used
to buy equipment, munitions, medicines, and other supplies needed to continue with
their terrorist activities”.42
Money laundering: Illicit trafficking of precious metals and ML are strictly connected.
As outlined by the IMF, “first, the proceeds of crime […] can be laundered through
the purchase and sale of gold, which transactions are concluded most often in cash.
Second, gold can be used as an alternative currency for the purchase of goods that
are banned or regulated, such as drugs […]. Lastly, gold can be used in money
laundering systems based on commercial transactions”.43 Individuals who have a
need to launder cash, especially those involved in organised crime, are very willing to
participate in the cash-for-gold business because it entails “a high propensity to make
a profit and in most jurisdictions there is little governance or oversight of this type of
activity”44. In many cases international criminal networks are using the burgeoning
trade in the precious metal to clean the proceeds of crime.45 Precious metals are
exposed to the risk of being used as a laundering tool/mechanism, replicating the
scheme denounced by the New York Times in 2003 regarding the intersection of the
illegal drug trade and the gold industry. In that context, illicit funds from drug sales
were used to purchase gold from complicit jewellery dealers in Manhattan’s diamond
district. The newly acquired commodity was then shipped to Colombia, sold to
refineries for seemingly legitimate cash and then used to buy more drugs, which then
ended up sold in New York, coming full circle.46 As affirmed by the former US
Attorney in Manhattan, James B. Comey, the gold cycle in that case was essential
“for drug lords to be able to survive”.47 Today, the same vulnerabilities in the precious
metals industry are being exploited: the international precious metals trade fosters
opportunities for cross-border trade-based money laundering.48
Corruption: The precious metals market, given its complex nature, is exposed to
high risks of corruption. In particular, risks of fraud and corruption mainly concern
41

The World Bank (2003) Natural Resources and Violent Conflict: Options and Actions, eds. Ian
Bannon and Paul Collier, p.169
42
FATF report (2015) “Money laundering/terrorist financing risks and vulnerabilities associated with
gold” (July), p. 16.
43
IMF (2014) “Mali: Technical Assistance Report—Anti-Corruption and Anti-Money Laundering”,
Country Report No. 15/185 (December), p. 17.
44
FATF and APG (2015) “Money Laundering and Terrorist Financing Risks and Vulnerabilities
Associated with Gold”, FATF, Paris and APG, Sydney, p. 6.
45
Money Laundering Bulletin, “Precious Metal Dealers and Jewellers”. Available at:
http://www.moneylaunderingbulletin.com/industries/preciousmetaldealersandjewellers/
46
Guzman D. (2014), “In Face of Rising Value and AML Compliance Profile, Gold and Precious Metals
Sectors Continue to Draw Criminals”, September 12. Available: http://www.acfcs.org/in-face-of-risingvalue-and-aml-compliance-profile-gold-and-precious-metals-sectors-continue-to-draw-criminals/
47
Weiser B., Hernández D. (2003), “Drug Money Laundered Into Gold, U.S. Says”, New York Times,
June 6. Available at: http://www.nytimes.com/2003/06/06/nyregion/drug-money-laundered-into-gold-ussays.html
48
Guzman, D. (2014), “In Face of Rising Value and AML Compliance Profile, Gold and Precious Metals
Sectors Continue to Draw Criminals”, September 12. Available at: http://www.acfcs.org/in-face-of-risingvalue-and-aml-compliance-profile-gold-and-precious-metals-sectors-continue-to-draw-criminals/
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procurement, loopholes in the regulatory framework (including licences and permits),
and logistical management aspects.49 Corruption appear pervasive within the
smuggling value chain from extraction, beneficiation and trade with dire implications
for public safety, public health, democratic institutions, and economic stability.
Linkages with poverty, unemployment and illegal migration: In South Africa
about 70% of all arrested illegal miners are illegal immigrants, mostly from Lesotho,
Mozambique and Zimbabwe.50 Illegal miners present a major risk to themselves and
to the health and safety of the employees of legal mining operations, often
threatening them and their families to assist in the crime. The illegal miners also steal
explosives, diesel, copper cables and other equipment from mines and make illegal
electricity connections from the mine’s electricity infrastructure. Any interruption of
the mine’s electricity supply could create significant risks to the mine’s ventilation
system underground and to the ability to hoist persons out from underground,
particularly in cases of emergency. Illegal mining destroys the social fabric of mining
communities because of, amongst others: the bribery of workers to gain access to
mines and to secure food and other supplies; the threats and violence against
workers and management; and the high number of illegal miners in the communities
around the mines.51 Illegal mining leads to other criminal activities in surrounding
communities, such as prostitution and substance abuse.52
Environmental crimes: Illegal mining is strictly connected with forms of
environmental crimes. Detriment of the environmental context can derive from
different causes, such as massive interventions in large-scale mining operations,53
pollution linked to the trade of the material (especially marine trade54) and pollution of
the site due to the use of toxic chemicals. Chemicals are often use in the extraction
phase in illegal mining. According to a case-study conducted by UNEP, the most
common method to extract gold in Tanzania is “mercury amalgamation, a simple and
inexpensive way”, that “poses significant environmental and health risks arising from
mercury use”.55 Similar evidence has been reported for Colombia, where, according
to the Office of Comptroller General mercury is illegally used in more than half of the
32 States of the country: “mercury, the report explains, is used to filter out the gold
from other minerals extracted during the process of extraction and subsequent
discharge systems nearby, reaching the civilian population once water that enters the
river systems. Cyanide is another toxin used during the extraction process.”56

49

Ernst & Young Fraud Investigation & Dispute Services perspective, “Metals and Mining —
Fraud
and
corruption”,
http://www.ey.com/Publication/vwLUAssets/Metal_and_mining__Fraud_and_corruption/$FILE/Metal_and_Mining-Fraud_and_corruption.pdf
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4. Gaps and challenges to be addressed
Despite remarkable efforts at local, regional and interregional level to counter illicit
trafficking in precious metals, various gaps and challenges still need to be
addressed.
The World Bank, in a report on the linkages between natural resources and violent
conflicts, has outlined the need of “an intergovernmental mechanism […] to exercise
oversight over the implementation of [a control] framework and to integrate work
undertaken by international financial institutions and development agencies by
existing intergovernmental organizations such as the World Customs Organization,
CITES, and Interpol. […].57 Other important financial mechanisms used to launder
the proceeds of illicit resource extraction have yet to be subject adequately to
international regulatory and enforcement standards or action. Some of these
mechanisms, especially alternative remittance systems such as hawala and hundi,
are now being developed to counter terrorist finance. Other mechanisms associated
with illicit resource extraction, such as the use of gold and precious metals to launder
proceeds, have not yet been subject to international disclosure rules. An effective
response to illicit resource extraction requires coverage of high-value barter
commodities. Developing a strategy to integrate such commodities in international
financial transparency and disclosure mechanisms might properly be undertaken by
an intergovernmental organization focused on combating the extraction of illicit
resources.58 In its 2006 Report, ISS underlined the importance of involving
mineworkers’ unions.59
Furthermore, although the importance of ASM “as a significant contributor to current
gold supply chains” is becoming more and more accepted, several aspects of the
artisanal and small-scale mining have to be taken into consideration/regulated given
the higher exposure of “smaller gold traders” to illicit activities, as ASM is less
reluctant to “accept and process gold from unknown or ambiguous sources”.60
In terms of assets recovery, when it comes to precious metals “in addition to ensuring
compliance with procedures and safeguards for the inventory of such items, asset
managers will need to retain expertise for inspection, verification, and valuation. A
secure and appropriate storage facility must be arranged or set out in legislation or
regulations”.61
Finally, with reference to the existing regulatory framework of affected mining
countries and refining countries, few countries have developed ad-hoc legislation on
the issue, such as Tanzania (The Mineral Policy of Tanzania, 2009), Serbia (Law on
the Control of Precious Metals Articles) and Switzerland (Federal Act on the Control
of the Trade in Precious Metals and Precious Metal Articles). South Africa has
developed several regulatory instruments to address the issues linked to illicit
trafficking of precious metals, such as the Precious Metals Act, the Diamond and
Precious Metals regulations, the Second hand goods Act to deal with possession and
57
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trade. Other countries may approach the issues linked to illicit trafficking of precious
metals through legislation covering specific crimes, such as money-laundering,
corruption, human trafficking, etc. Notwithstanding, very limited regulatory
frameworks exist to control trade and possession of precious metals. Various
attempts have been made to develop regulatory frameworks and standards, i.e. the
Dodfrank Act, the OECD Due Diligence Guidance, the World Gold Council’s ConflictFree Gold Standard, etc. Nevertheless, these documents usually represent nonbinding mechanisms and, in certain cases, subscription entails costs that the
company cannot afford.
5. Conclusions
As briefly outlined in this desk-review, the precious metals supply chain presents
vulnerabilities to the illicit trafficking, which is strictly connected to other forms of
serious crimes, such as money-laundering, terrorist activities, smuggling of migrants.
Although various initiatives have been launched by Governments, IGOs and NGOs to
counter the phenomenon of illicit trafficking of precious metals, much needs to be
done with reference to raising awareness, enhancing cooperation among relevant
stakeholders, improving the regulatory framework and supporting legalisation’s
harmonization at regional and interregional level in order to allow efficient law
enforcement intervention and cross-country cooperation.
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ANNEX I: List of main producers and quantities produced in 2013
Production of gold, mine (2013)
kilograms
Country
Argentina
Australia
Brazil
Burkina Faso
Canada
China
Colombia
Dominican Republic
Egypt
Ethiopia
Ghana
Guinea
Guyana
Indonesia
Ivory Coast
Kazakhstan
Kyrgyzstan
Mali
Mexico
New Zealand
Papua New Guinea
Peru
Philippines
Russia
South Africa
Sudan
Suriname
Tanzania
Togo
Turkey
USA
Uzbekistan
Zimbabwe

Sub-commodity

(d)

(b)

*

(e)

*

2013
52486
265000
79563
32613
124054
428000
55745
26084
11102
12300
90510
18139
14963
59066
12949
43470
19400
41751
117848
12468
56035
151486
17248
213977
159724
24813
11001
43390
21086
31044
228000
73000
14000
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Production of silver, mine (2013)
Country
Argentina
Armenia
Australia
Bolivia
Botswana
Brazil
Bulgaria
Burkina Faso
Canada
Chile
China
Colombia
Congo, Democratic Republic
Dominican Republic
Eritrea
Finland
Greece
Guatemala
Honduras
India
Indonesia
Iran
Japan
Kazakhstan
Korea, Dem. P.R. of
Laos
Macedonia
Mexico
Mongolia
Morocco
New Zealand
Nicaragua
Papua New Guinea
Peru
Philippines
Poland
Portugal
Romania
Russia
Serbia
South Africa
Spain
Sweden
Tanzania
Thailand
Turkey
USA
Uzbekistan

Sub-commodity

kilograms (metal content)
2013
682600
14083
1840000
1288000
22597
*
20000
*
55000
31320
645976
1173845
3670210
13968
60431
78228
15799
100890
39759
265943
50900
(c)
349774
*
200000
*
40000
3644
963580
*
50000
32262
*
32000
5821001
29332
255000
11223
13745
89666
3674283
40043
1100000
40621
18000
(a)
1412100
(a)
8400
68777
*
31000
341346
11014
32381
186621
1090000
*
60000
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Production of platinum group metals, mine (2013)
Country
Australia
Botswana
Botswana
Canada
Canada
Canada
China
China
Colombia
Ethiopia
Finland
Finland
Poland
Poland
Russia
Russia
Russia
Serbia
Serbia
South Africa
South Africa
South Africa
USA
USA
Zimbabwe
Zimbabwe
Zimbabwe

Sub-commodity
Palladium
Palladium
Platinum
Other platinum metals
Palladium
Platinum
Palladium
Platinum
Platinum
Palladium
Platinum
Palladium
Platinum
Other platinum metals
Palladium
Platinum
Palladium
Platinum
Other platinum metals
Palladium
Platinum
Palladium
Platinum
Other platinum metals
Palladium
Platinum

kilograms (metal content)
2013
(b)
786
1337
218
*
100
*
16000
*
9000
*
700
*
1400
1504
(d)*
1
766
946
*
20
*
30
(c)
2600
(c)
84000
(c)
25000
25
2
51156
76008
137024
*
12500
*
3700
*
2000
*
6000
*
8000
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ANNEX II: List of producers and refiners
CONTINENT

COUNTRY

ECOSOC
Yes/No

PRODUCER

REFINER

AFRICA
South Africa
DRC
Ghana
Uganda
Zimbabwe
Mozambique
Tanzania
Guinea
Zambia
Mali
Botswana
Namibia
Kenya
Angola
CONTINENT

COUNTRY

Yes (2015)
Yes (2016)
Yes (2017)
Yes (2017)
Yes (2017)
Yes (2010)
No
No
No
No
Yes
Yes (2010)
No
No
ECOSOC
Yes/No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

PRODUCER

REFINER

Yes

India

Yes (2014)

Yes

Yes

Japan
Saudi Arabia

Yes (2014)
Yes (2011)

Yes
Yes

Yes
Yes

China

Yes (2016)

Yes

Yes

COUNTRY

ECOSOC
Yes/No

PRODUCER

REFINER

Russian
Federation

Yes (2016)

Yes

Yes

COUNTRY

ECOSOC
Yes/No

PRODUCER

REFINER

Mexico
Argentina
Colombia
Chile
Peru
Venezuela

Yes (2016)

Yes (2013)
Yes (2012)
Yes (2015)
Yes (2012)
Yes (2011)
Yes (2011)

Yes

Yes
Yes
Yes
Yes
Yes
Yes

Diamonds
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes

Yes
Yes

Precious
Stones
Yes

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes

Yes
Yes
Yes

COMMODITY
PGM
Gold
Yes (Copper
Refining with
PGM
production
Yes
Yes (Copper
Refining with
PGM
production
Yes
Yes
Yes Nickel
Refining with
PGM
production
Yes

Diamonds

Precious
Stones

yes

Yes

Yes

COMMODITY
PGM

Gold

Yes

Yes

Diamonds

Precious
Stones
Yes

COMMODITY
PGM

Brazil

Gold
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

EASTERN EUROPE

CONTINENT
LATIN AMERICA
AND CARIBBEAN

PGM
Yes

Yes

ASIA-PACIFIC

CONTINENT

COMMODITY TYPE

Gold
Yes

Yes (Copper
Refining with
PGM
producution Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Diamonds
Yes

Precious
Stones
Yes

Yes
Yes
Yes
Yes
Yes

23

